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OWASP  The Open Web Application Security Project

Welcome to OWASP

The Open Web Application Security Project

the free and open application security community

www.owasp.org/

OWASP

“The Open Web Application Security Project (OWASP) is an open-source application security project. The OWASP community includes corporations, educational organizations, and individuals from around the world. This community works to create freely-available articles, methodologies, documentation, tools, and technologies. The OWASP Foundation is a 501(c)(3) charitable organization that supports and manages OWASP projects and infrastructure.
OWASP is not affiliated with any technology company, although it supports the informed use of security technology. OWASP has avoided affiliation as it believes freedom from organizational pressures may make it easier for it to provide unbiased, practical, cost-effective information about application security. OWASP advocates approaching application security by considering the people, process, and technology dimensions.” (Wikipedia April 25, 2009)

http://en.wikipedia.org/wiki/OWASP

OWASP
“OWASP (acrónimo de Open Web Application Security Project, en inglés ‘Proyecto de seguridad de aplicaciones web abiertas’) es un proyecto de código abierto dedicado a determinar y combatir las causas que hacen que el software sea inseguro. La Fundación OWASP es un organismo sin ánimo de lucro que apoya y gestiona los proyectos e infraestructura de OWASP. La comunidad OWASP está formada por empresas, organizaciones educativas y particulares de todo mundo. Juntos constituyen una comunidad de seguridad informática que trabaja para crear artículos, metodologías, documentación, herramientas y tecnologías que se liberan y pueden ser usadas gratuitamente por cualquiera.” (Wikipedia, 25 de Abril del 2009)

http://es.wikipedia.org/wiki/OWASP
Top 10 2007

Welcome to the OWASP Top 10 2007! This totally re-written edition lists the most serious web application vulnerabilities, discusses how to protect against them, and provides links to more information.

http://www.owasp.org/index.php/Top_10_2007#Downloadable_Versions

Owasp Top 10

Las 10 Vulnerabilidades de Seguridad mas Criticas en Aplicaciones Web
Version 2007 en Español

https://www.owasp.org/images/a/ae/OWASP_Top_10_2007_Spanish.pdf

OWASP project
An OWASP project is a collection of related tasks that have a defined roadmap and team members. OWASP project leaders are responsible for defining the vision, roadmap, and tasks for the project. The project leader also promotes the project and builds the team. Tools and documents are organized into the following categories: 
· PROTECT - These are tools and documents that can be used to guard against security-related design and implementation flaws. 

· DETECT - These are tools and documents that can be used to find security-related design and implementation flaws. 

· LIFE CYCLE - These are tools and documents that can be used to add security-related activities into the Software Development Life Cycle (SDLC). 

http://www.owasp.org/index.php/Category:OWASP_Project
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Sitio web personal de Death Master

http://www.death-master.tk/

Criptosistemas Informáticos 

http://www.clubhackers.com/death/articles/criptosis/Criptosis.pdf

Error Fatal: a la caza de fallos informáticos
Ivars Peterson (Alianza Editorial)

http://www.agapea.com/libros/Error-fatal-isbn-8420679488-i.htm

seguridad en los pcs domésticos conectados a internet: puertos, espías y firewalls

http://www.infoal.com/portal/articulos/Guia de seguridad en internet (virus, troyanos y puertos).htm 
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DEFCON  Welcome to the largest underground hacking event in the world
http://www.defcon.org/index.html

Pagina de Askot con información entre otros temas sobre seguridad informática y criptografía

http://www.askot.tk/

AntiSpywares sospechosos y no confiables (Actualizado 14 de Mayo del 2008)
http://www.forospyware.com/t5.html

Foro de Spyware
http://www.forospyware.com/

Foro de Virus y Spywares
http://www.forospyware.com/foro-de-virus-y-spywares/

URGENTRECOVERY
“Lider desarrollador de software de recuperación de datos, Medios digitales y fotos...”
http://www.urgentrecovery.com/es/index.htm

Wikis de Seguridad en Internet
http://www.wikilearning.com/wikis/seguridad_en_internet/tematica/4393-1

Cómo evitar el Hotlinking - ¿Qué es hotlinking y robo de ancho de banda?

Curso de Francisco Pereiro - 09 de Febrero de 2005
http://www.wikilearning.com/curso_gratis/como_evitar_el_hotlinking/836

StopBadware.org
“StopBadware.org is a "Neighborhood Watch" campaign aimed at fighting badware.”
http://www.stopbadware.org/home/about

Lo Jack

El robo de autos es cosa de todos los días, principalmente en D.F., Edo. México y Baja California. Sin embargo, el 95% de los vehículos protegidos por Lo Jack regresan a sus dueños.
http://www.lojack.com.mx/
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CRIPTOGRAFIA

Fundamentos matemáticos de la Criptografía

http://www.dc.uba.ar/people/materias/sc.htm

La Función Zeta de Riemann

Carlos Sánchez Chinea, Diciembre 2001

http://casanchi.com/casanchi_2001/06_zeta01.pdf

Quantum Cryptography's Reach Extended By Justin Mullins

http://www.spectrum.ieee.org/WEBONLY/wonews/aug03/quant.html
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Totally Random

By Tom McNichol, Wired, August 2003
“How two math geeks with a lava lamp and a webcam are about to unleash chaos on the Internet. Here's a random thought: "Everything we do to achieve privacy and security in the computer age depends on random numbers."

Here's a random thought: "Everything we do to achieve privacy and security in the computer age depends on random numbers."”

http://www.wired.com/wired/archive/11.08/random.html

LAVARND

“LavaRnd is a cryptographically sound random number generator. At its heart, it uses a chaotic source to power the generation of very high quality random numbers.”

http://www.lavarnd.org/

Welcome to the LavaRnd Web Site Tour

http://www.lavarnd.org/start-of-tour.html
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Tor: Anonimato online
“Tor es un proyecto software que le ayuda a defenderse contra el análisis de tráfico, una forma de vigilancia de la red que amenaza la libertad personal y la privacidad, la confidencialidad en los negocios y relaciones, y la seguridad del estado. Tor le protege transmitiendo sus comunicaciones a través de una red distribuída de repetidores llevados por voluntarios de todo el mundo: evita que alguien que observa su conexión a Internet aprenda qué sitios visita, y evita que los sitios que visita aprendan su posición física. Tor funciona con muchas de sus aplicaciones existentes, incluyendo navegadores web, clientes de mensajería instantánea, acceso remoto, y otras aplicaciones basadas en el protocolo TCP.”

http://www.torproject.org/index.html.es

Tor Map Project

http://socialistsushi.com/tormap/maps/

Ancho de Banda (Bandwidth)

Bandwidth map. Reflects how much bandwidth cities provide to the Tor network.

http://socialistsushi.com/tormap/media/maps/bw.png

L0PhT.

Expertos en seguridad

L0pht
“L0pht Heavy Industries (pronounced "loft") was a famous hacker collective active between 1992 and 2000 and physically located in the Boston, Massachusetts area.” (Wikipedia January 11, 2009)

L0pht

“L0pht Heavy Industries (pronunciado "loft") fue un famoso colectivo hacker ubicado en Boston, Massachussetts, entre 1992 y 2000.” (Wikipedia, 11 de Enero del 2009)
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Delito 419

Cartas ofreciendo sacar dinero clandestinamente de un país (Principalmente Nigeria)

Advance-fee fraud, Nigerian Letter (also called the 419 fraud, Nigerian scam, Nigerian bank scam, or Nigerian money offer

“An advance-fee fraud is a confidence trick in which the target is persuaded to advance sums of money in the hope of realizing a significantly larger gain. Among the variations on this type of scam, are the Nigerian Letter (also called the 419 fraud, Nigerian scam, Nigerian bank scam, or Nigerian money offer, the Spanish Prisoner, the Black money scam as well as Russian/Ukrainian scam (also extremely widespread, though far less popular than the former). Both the so-called Russian and Nigerian scams stand for wholly dissimilar organised crime traditions, they therefore tend to use altogether different breeds of approaches.
The 419 scam originated in the early 1980s as the oil-based Nigerian economy declined. Several unemployed university students first used this scam as a means of manipulating business visitors interested in shady deals in the Nigerian oil sector before targeting businessmen in the west, and later the wider population. Scammers in the early-to-mid 1990s targeted companies, sending scam messages via letter, fax, or Telex. The spread of email and easy access to email-harvesting software significantly lowered the cost of sending scam letters by utilizing the Internet. In the 2000s, the 419 scam has spurred imitations from other locations in Africa, Asia and Eastern Europe, and, more recently, from North America, Western Europe (mainly UK), and Australia.

The number "419" refers to the article of the Nigerian Criminal Code (part of Chapter 38: "Obtaining Property by false pretences; Cheating") dealing with fraud. The American Dialect Society has traced the term "419 fraud" back to 1992.
 The advance-fee fraud is similar to a much older scam known as the Spanish Prisoner scam in which the trickster would tell the scam victim that a (fictitious) rich prisoner had promised to share (non-existent) treasure with the victim if the latter would send money to bribe the prison guards.
Insa Nolte, a lecturer of University of Birmingham's African Studies Department, stated that "The availability of e-mail helped to transform a local form of fraud into one of Nigeria's most important export industries."[9] (Wikipedia April 9, 2009)

http://en.wikipedia.org/wiki/Advance-fee_fraud#cite_note-8

[9] Baiters Teach Scammers a Lesson, Robert Andrews, Wired, techbiz, 08.04.06 

http://www.wired.com/techbiz/it/news/2006/08/71387

Estafa nigeriana o timo nigeriano, también conocida como timo 419

“La estafa nigeriana o timo nigeriano, también conocida como timo 419, es un fraude que está hoy especialmente extendido a través del correo electrónico no solicitado. Adquiere su nombre del número de artículo del código penal de Nigeria que viola, dado que buena parte del correo electrónico no solicitado con este tipo de ofertas proviene de Nigeria.

La estafa de este tipo consiste en obtener dinero por medio de un adelanto a cuenta de una supuesta cantidad millonaria de dinero que se le ha prometido a una víctima.

Existen muchísimos argumentos y variantes de la estafa, pero todos ellos tienen en común el convencer a la víctima que será partícipe de una gran fortuna que en realidad es inexistente. También existen diversos trucos para que la víctima pague una suma por adelantado como condición para acceder a la supuesta fortuna.

Las justificaciones más comunes son una millonaria herencia vacante que la víctima adquirirá, una cuenta bancaria abandonada, una lotería millonaria que la víctima ha ganado, un contrato de obra pública o simplemente una gigantesca fortuna que alguien desea donar generosamente antes de morir. Aunque las anteriores son las variantes más famosas de este timo, existen un enorme número de diferentes argumentos que dan origen a la existencia y donación de la suma millonaria. Algunos sostienen que la excusa de la lotería es la más común de todas[.]
Por ejemplo, la víctima podría recibir un mensaje del tipo "soy una persona muy rica que reside en Nigeria y necesito trasladar una suma importante al extranjero con discreción, ¿sería posible utilizar su cuenta bancaria?"

Las sumas normalmente suelen rondar las decenas de millones de dólares y al inversionista se le promete un determinado porcentaje, como el 10 o el 20 por ciento. El trato propuesto se suele presentar como un delito de guante blanco inocuo con el fin de disuadir a los inversores de llamar a las autoridades.” (Wikipedia. 9 de Abril del 2009)

http://es.wikipedia.org/wiki/Estafa_nigeriana
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Van Eck phreaking

“Van Eck phreaking is the process of eavesdropping on the contents of a CRT display by detecting its electromagnetic emissions. It is named after Dutch computer researcher Wim van Eck, who in 1985 published the first paper on it, including proof of concept.[1] Phreaking is the process of exploiting telephone networks, used here because of its connection to eavesdropping.
Van Eck phreaking might also be used to compromise the secrecy of the votes in an election using electronic voting. This caused the Dutch government to ban the use of NewVote computer voting machines manufactured by SDU in the 2006 national elections, under the belief that ballot information might not be kept secret.[2]

 HYPERLINK "http://en.wikipedia.org/wiki/" \l "cite_note-2" \o "" [3]
1. ^ a b c Van Eck, Wim (1985). "Electromagnetic Radiation from Video Display Units: An Eavesdropping Risk?". Computers & Security 4: 269–286. doi:10.1016/0167-4048(85)90046-X. http://jya.com/emr.pdf.  
2. ^ Dutch government scraps plans to use voting computers in 35 cities including Amsterdam (Herald tribune, 30. October 2006) 

3. ^ Use of SDU voting computers banned during Dutch general elections (Heise, October 31. 2006)”

http://en.wikipedia.org/wiki/Van_Eck_phreaking
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Es posible espiar un PC a través del cable de alimentación eléctrica 
Por: Angelfire, geek the planet, 14 Jul 2009

http://geektheplanet.net/3552/es-posible-espiar-un-pc-a-traves-del-cable-de-alimentacion-electrica.xhtml
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Historia de la Criptografia

http://www.albertocoto.com/secciones/cripto.htm

Jasper Maskelyne Mago de la Guerra 

http://www.kdge.com/warmagician.html

http://www.cometamagico.com.ar/maskelyne.htm

http://perso.wanadoo.es/igutiez/mas-cosas/mago.htm
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Enigma machine




Enigma in use, 1943

“The Enigma machine is any of a family of related electro-mechanical rotor machines that have been used to generate ciphers for the encryption and decryption of secret messages. The Enigma was invented by German engineer Arthur Scherbius at the end of World War I.[1] It was used commercially from the early 1920s and was adopted by military and governmental services of a number of countries — most notably by Nazi Germany before and during World War II.[2] A variety of Enigma models were produced, but the German military model, the Wehrmacht Enigma, is the version most commonly discussed.” (Wikipedia January 21, 2009)
http://en.wikipedia.org/wiki/Enigma_machine

Enigma (máquina)
“Enigma era el nombre de una máquina que disponía de un mecanismo de cifrado rotatorio, que permitía usarla tanto para cifrar, como para descifrar mensajes. Varios de sus modelos fueron muy utilizados en Europa desde inicios de los años 1920.
Su fama se debe a haber sido adoptada por las fuerzas militares de Alemania desde 1930. Su facilidad de manejo y supuesta inviolabilidad fueron las principales razones para su amplio uso. Su sistema de cifrado fue finalmente descubierto, y la lectura de la información que contenían los mensajes supuestamente protegidos, es considerado, a veces, como la causa de haber podido concluir la Segunda Guerra Mundial, al menos, un año antes de lo que hubiera acaecido sin su descifrado...

...La primera patente data de 1919, y es obra del holandés Hugo Alexander Koch, que comparte honores con el alemán Arthur Scherbius quien desarrolló varias versiones de la máquina Enigma y asociado con otro ingeniero, Richard Ritter, fundó la empresa Chiffriermaschinen Aktien Gesellschaft en Berlín, para su producción. La primera versión comercial, conocida con el nombre de Enigma-A, fue puesta a la venta en 1923, siendo su finalidad inicial facilitar la comunicación de documentos entre comerciantes y hombres de negocios de forma secreta” (Wikipedia January 21, 2009)

http://es.wikipedia.org/wiki/Enigma_(m%C3%A1quina)

The Lorenz machine
Lorenz cipher



“The Lorenz machine was used to encrypt high-level German military communications during World War II. British cryptographers at Bletchley Park were able to break the cipher.

The Lorenz SZ 40 and SZ 42 (Schlüsselzusatz, meaning "cipher attachment") were German cipher machines used during World War II for teleprinter circuits. British codebreakers, who referred to encrypted German teleprinter traffic as "Fish", termed the machine and its traffic "Tunny". While the well-known Enigma machine was generally used by field units, the Lorenz machine was used for high-level communications which could support the heavy machine, teletypewriter and attendant fixed circuits. The machine itself measured 51cm × 46cm × 46cm (20in × 18in × 18in), and served as an attachment to a standard Lorenz teleprinter. The machines implemented a stream cipher.” (Wikipedia January 21, 2009)

http://en.wikipedia.org/wiki/Lorenz_cipher

La maquina Lorenz
Código Lorenz
“La Lorenz SZ 40 y la SZ 42 (Schlüsselzusatz, que significa "cifrado adjunto") eran máquinas alemanas de cifrado utilizadas durante la Segunda Guerra Mundial en circuitos de teletipo. Criptógrafos británicos, que se refirieron al tráfico alemán de datos de teletipo cifrados como "Fish", denominaron a la máquina y su tráfico como "Tunny" (Atunes, Atún). Mientras la bien conocida Máquina Enigma fue usada generalmente por unidades de combate, la Máquina de Lorenz fue usada para comunicaciones de alto nivel. La máquina en sí tenía unas medidas de 51cm × 46cm × 46cm, y funcinó como máquina adjunta a las máquinas de teletipo de Lorenz estándares.” (Wikipedia, 21 de Enero del 2009)
http://es.wikipedia.org/wiki/C%C3%B3digo_Lorenz

Colossus computer
“The Colossus machines were electronic computing devices used by British codebreakers to read encrypted German messages during World War II. These were the world's first programmable, digital, electronic, computing devices. They used vacuum tubes (thermionic valves) to perform the calculations.
Colossus was designed by engineer Tommy Flowers with input from Allen Coombs, Sid Broadhurst and Bill Chandler at the Post Office Research Station, Dollis Hill to solve a problem posed by mathematician Max Newman at Bletchley Park. The prototype, Colossus Mark 1, was shown to be working in December 1943 and was operational at Bletchley Park by February 1944. An improved Colossus Mark 2 first worked on 1 June 1944” (Wikipedia January 21, 2009)

http://en.wikipedia.org/wiki/Colossus_computer
Colossus

“Las máquinas Colossus fueron primitivos dispositivos calculadores usados por los británicos para leer las comunicaciones cifradas alemanas durante la Segunda Guerra Mundial. Colossus fue uno de los primeros computadores digitales.
La máquina Colossus fue diseñada originalmente por Tommy Flowers en la Post Office Research Station (Estación de Investigación de la Oficina Postal), Dollis Hill. El prototipo, Colossus Mark I, entró en funcionamiento en Bletchley Park desde febrero de 1944. Una versión mejorada, el Colossus Mark II se instaló en junio de 1944, y se llegaron a construir unos diez Colossus hasta el final de la guerra.” (Wikipedia, 21 de Enero del 2009)

http://es.wikipedia.org/wiki/Colossus

This article is about the Japanese cipher Purple
Purple (cipher machine)



Fragment of an actual Purple machine from the Japanese embassy in Berlin, obtained by the United States at the end of World War II.

“This article is about the Japanese cipher Purple, also known as AN-1 (citation for AN-1 nomenclature for Purple?). For other Japanese ciphers, such as JN-25 which played a part in the Battle of Midway, see Japanese naval codes. 

In the history of cryptography, 97-shiki ōbun inji-ki (九七式欧文印字機) ("System 97 Printing Machine for European Characters") or Angōki Taipu-B (暗号機 タイプB) ("Type B Cipher Machine"), codenamed Purple by the United States, was a diplomatic cryptographic machine used by the Japanese Foreign Office just before and during World War II. The machine was an electromechanical stepping-switch device.

The information gained from decryptions was eventually code-named Magic within the US government.

The codename "Purple" referred to binders used by US cryptanalysts for material produced by various systems; there had been a Red machine used by the Japanese Foreign Office, and purple was the next available color. The Japanese also used CORAL and JADE stepping-switch systems. Purple was a successor to, and improvement on, both the Red machine and what the Americans called the "M machine" (used in some embassies and consulates by attachés).” (Wikipedia January 21, 2009)

http://en.wikipedia.org/wiki/Purple_(cipher_machine)

パープル暗号
http://ja.wikipedia.org/wiki/%E3%83%91%E3%83%BC%E3%83%97%E3%83%AB%E6%9A%97%E5%8F%B7

TRADUCCIÓN AL ESPAÑOL

http://translate.google.com/translate?prev=_t&hl=es&ie=UTF-8&u=http%3A%2F%2Fja.wikipedia.org%2Fwiki%2F%25E3%2583%2591%25E3%2583%25BC%25E3%2583%2597%25E3%2583%25AB%25E6%259A%2597%25E5%258F%25B7&sl=ja&tl=es&history_state0=

The Ultra Secret.,  F.W. Winterbotham (1975)., London: Futura

Ultrasecreto : la gran revelación de la Segunda Guerra Mundial, por F W Winterbotham, Barcelona : Grijalbo, 1975

F. W. Winterbotham

“Winterbotham's book, The Ultra Secret (1974), first brought Enigma decryption out of the official secrecy that had been imposed 29 years earlier, at war's end, by British Prime Minister Winston Churchill. To be sure, there had been mentions of Enigma decryption in earlier books by Władysław Kozaczuk, Ladislas Farago and Gustave Bertrand; but it was Winterbotham's book that gave the first extensive account of the uses to which the massive volumes of Enigma-derived intelligence were put by the Allies, on the western and eastern European fronts, in the Mediterranean, North Africa, and perhaps most crucially, in the Battle of the Atlantic.” (Wikipedia January 21, 2009)

http://en.wikipedia.org/wiki/F.W._Winterbotham

 Ya calificó este material recientemente.



 ¿Desea también enviar una reseña para este material?

       Sí    No         

 Se ha guardado su calificación



Los Sistemas de Cómputos Aliados
por Erich Paul el Mié Dic 10, 2008 12:25 pm 

http://www.forosegundaguerra.com/viewtopic.php?f=58&p=92619
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Historia de los virus

http://www.virusprot.com/Historia.html

Cronología de los virus informáticos

La historia del malware

Autor: Lic. Cristian Borghello,Technical & Educational de Eset para Latinoamérica

Fecha: Viernes 27 de octubre del 2006

http://www.nod32-la.com/tutorials/cronologia_de_los_virus_informaticos.pdf
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